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Abstract: The intelligent penetration attack based on reinforcement learning aims to model the penetration process as a
Markov decision process, and train the attacker to optimize the penetration path in a trial-and-error manner, so as to
achieve strong attack performance. In order to prevent intelligent penetration attacks from being maliciously exploited, a
deception defense method for intelligent penetration attack based on reinforcement learning was proposed. Firstly, ob-
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